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Data Disaster Recovery- what is your plan? 
Neil Kelly CEO PW Data Group 
February 2017 

 
It’s one of those things that you have been meaning to get round to for some time, but if 
your server failed tomorrow, what is your plan to recover it?  
 

Executive Summary 
 
In today’s digital and interconnected world, where individuals and businesses operate in 
a permanently connected mode (always on) the growth in the amount and type of data 
that is needing to be stored is growing at a staggering rate. According to industry sources 
the amount of data created in the last two years is already more than the entirety 
created in the whole existence of the human race.  
 
Facebook now has over a billion users worldwide, who continue to post videos and 
photos at an alarming rate. In 2015 one trillion photos were taken, of which it is 
estimated that 80% were taken on one of the 1.4 billion smart phones currently in 
existence today, and that is estimated to grow to 6 billion by 2020. 
As the worlds of business, social media and the digital economy drive the connectivity 
required between employees and individuals, more and more common devices are 
deployed for all functions, so creating diverse and distributed data platforms all of which 
need to be stored and backed up. Furthermore, the value of organization is often derived 
from its data and its ability to use it effectively turning the data into information, 
products, or services, all of which create value. 
 
It is vital that the data is secure, protected and recoverable and that a clear process to 
identify risk and business continuity is in place. In this Whitepaper we are specifically 
looking at the data disaster recovery angles and how this can best be managed.  
 
Against this back ground of data growth what is your data Disaster Recovery Plan?  
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Introduction 

Let’s start by asking a few basic questions 
 

1. How long can I survive without my data?  
2. Storage - how much do we need today and what will we need moving forward 
3. Where do I store it and what do I store it on? 
4. Where does data recovery fit in with my business continuity processes and      
what data do I need instant access to? 
 

 
This Whitepaper sets out to give the reader a clear understanding of the responsibilities 
that accompany the management of data, its security and the ability to recover it in a 
relevant and timely manner.  
 
Data continues to grow at an alarming rate and as such it is vital that we plan for the 
capability to store todays information, whilst enabling the growth to easily expand for 
tomorrow, and at the same time provide secure connectivity to access and restore 
urgent information quickly as the automatic process of replicating our ever increasing 
data continues. 
 

Data Disaster Recovery- May all your data disasters be little ones! 

 
As the title suggests there are two main elements, firstly determining what issues 
constitute disasters and secondly deciding on what the solution should be to enable the 
recovery to happen and at what speed. 
 
We need to be clear of what constitutes a “data disaster” for either our self or own 
organization. Whilst the word disaster has dramatic overtones perhaps we need to scale 
that back to determining a series of “mini disasters” and at what level and impact we 
need to take action. The loss of an individual’s data for a single day would be annoying, 
especially if it is a pupil preparing an exam piece, but it is unlikely to cause the downfall of 
the education system of the University or college. Conversely, the loss of a day’s trading 
information across numerous stores would be catastrophic for the replacement of stock 
and the financial loss that could result. 
 
 
The understanding of what risk the loss of data presents needs to be understood in the 
same way that insurance policies are designed to compensate for a particular event, to 
enable continuity e.g. replacement of a vehicle and for what amount of time it is needed. 
In this example the value of the vehicle and hence the value of the insurance premium, to 
mitigate this risk, is different when comparing the loss of a single delivery vehicle to that 
of entire courier network. 
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We need to understand what the risk is and what we are prepared to do and what 
actions we need to take to mitigate or eliminate the risk completely. 
 
In the first instance it is always better to avoid the “disaster” by trying to ensure it can’t 
or won’t happen. A simple approach towards data management gives a simple starting 
point by using the 3,2,1 methodology. This is where we recognize the need to have 3 
copies of our data, stored on 2 different devices, at more than 1 location.  
 
This may sound excessive, however in reality the first version is the live data or the most 
recent entries which we can refer to as the “Child.” As we then decide to back that data 
up we can monitor the changes to it, by copying it and adding the amendments so this 
becomes the “Parent “and then finally a duplication of the this again creates the 
“Grandparent” addition. This means that we now have 3 all slightly different sized and 
time stamped data files that we can reselect and call to recover at any particular 
moment. As changes are backed up at various times each data file replaces the previous 
version such that the child now becomes the parent and so on.  From this approach most 
of the data would be stored as the Grandparent and as such the mini disaster, of losing 
any new data, would be minimized if the child data was lost. This in itself can still be a 
serious issue and as such it is important to determine when and how often each back up 
is taken and the previous backup added to create a new and complete set of data.  
 
Where and what do I store my data on? 
 
At this point whilst having 3 copies of the data we need to consider the next risk element 
as to what the backup is stored on i.e. which media and machine location. There would 
be very little advantage other than for immediate working of backing critical data to the 
same machine from which it originated, as the machine its self is potentially subject to 
failure and so the preference is to replicate onto an alternative device. This alternative 
could be in a different location so as to further decrease the external risk factors, such as 
power failure, fire or flood, away from a single location. Backing up onto a different 
medium further increases the various options and ways that you may wish to recovery 
the types of data and the timescale involved and required to prevent this being a major 
disaster. 
 
A combination of on and off premise back up, provides the best solution. This is where 
the immediate back up is posted to a local device on site (on premise) and then this 
device automatically updates its own back up to an off premise device that could be 
anywhere in the cloud. 
 
As with any transfer of the data it is vital that the network across which the data is being 
transferred is also sufficiently resilient, and has both the capacity and speed, to deliver 
the transfer of data in the required time.  
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In order to do this, it is often necessary to schedule different types of data and backups 
to be sent at different times of the day, or working week, when traffic across the internal 
network is not an issue. A common approach is also to use a “trickle feed” to back up 
data from users throughout the day and then to do a “batch transfer” of files outside of 
normal hours with a complete mirror image being completed at weekends. 
 
 
Storage 
 
As can be seen from the above 3,2,1 methodology we have already decided that we need 
to have 3 effective versions of our data, and as such our storage solution is equivalent to 
3 times that of our current data requirements. In this way we have significantly reduced 
the risk of losing our data. It would also be prudent to ensure that any images of 
machines are also backed up to enable prompt restoration onto an alternative machine. 
This is equally true for either a physical or virtual environment. 
A basic audit of the devices, number of users, applications and speed of recovery 
required will start to give the network Architect and you the basic sizing information.  
 
As previously mentioned the amount of data being produced is growing astronomically, 
however it is a relatively straight forward issue to monitor and calculate the rate at which 
data is growing based on the size of each back up taken and the devices in the 
organization. Choosing both the on premise and off premise storage is an important 
factor, making sure that you can quickly add to this either by on or off premise resources. 
This is where cloud based storage is particularly useful as the incremental cost is 
relatively low and allows for an increase or decrease without the need for expensive long 
term contracts.  
 
Background- A typical request from a customer 
 
How can I achieve a secure and automated backup that I can get to quickly if I need to? 
 
Storage solutions and costs have decreased in relative terms over the last few years, 
which is good when we consider how much more data we need to store? 
 
 
The advent of Cloud Computing solutions has undoubtedly played a major part in this as 
well as the high speed connectivity available to enable data to get to and from the cloud 
storage. High speed, low cost internal networks created using “bare metal” gigabit 
switching enables network storage devices (NAS) with rapid access to be placed in 
strategic locations across the networks estate. These devices in turn can be dual fed to 
enable collection of data in real time locally whilst at the same time backing up the data 
in various chunks up to the cloud. 
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The solution 
 
 
By utilizing a combination of on premise and off premise solutions data can be replicated 
and stored in different places enabling rapid data recovery and decreased risk form a 
local catastrophic event. 

 
 
 
 
Key Functionality of DataBunker: 
 

1. Dedicated Backup & data Disaster Recovery appliance / solution  
2. Terra Bytes of Data Storage are backed up using intelli-delta changes so only 

minimal data is transmitted.  
3. Onsite and offsite Backup and Restore  
4. Recover an entire server easily including physical or virtual configurations and 

machine images 
5. No swapping tapes or USB Drives  
6. 100% UK based support and datacentre 
7. Fully automatic backup schedules with email notifications 
8. Full data disaster recovery capabilities including bare metal restore 
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Key findings of Respected industry sources 
 
93% of companies that lost their data for 10 days or more filed for bankruptcy within one 
year of the incident (source National Archives and records administration) 
 
34% of companies fail to test their backups, and of those that do 77% have found back up 
failures (source Home Office Computing Magazine) 
 
 

Conclusion 
 
 
Establish what constitutes a data disaster for your organization and what amount of data 
needs to be backed up to reduce or eliminate this risk. 
 
Separate the data into different locations and mediums. 
 
Create automated backup procedures or deploy products that have them. 
 
Be kept informed that successful backups have occurred by the systems taking the 
backup. 
 
Test and check the validity of the backups. Perform regular recovery checks at File, Folder 
and Machine level to validate the backup process.  
 
Sleep peacefully in the knowledge that you are avoiding a data disaster from which you 
need to recover from! 
 
 
 
 
 

 
 
 
 
 
 
 
 
 



   

 

February 2017 
PW Data(UK) Group Ltd  www.pwdatagroup.co.uk 

8 

ADDITIONAL RESOURCES 
 

 
 

 
FURTHER INFORMATION 
 
For more information, please contact neilk@pwdatagroup.co.uk 
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